AHeaps 2022

CepBUCHDbIE
MapLUIpPYTU3aTOPDLI
ESR



NMPEANPUATUE ELTEX

onbIT

* 30 net onbiTa pa3paboTKM U NPOM3BOACTBA
* bonee 1 000 coTpyaHMKOB

NnPOU3BOACTBEHHbIE MOLLHOCTU

* 14 nabopaTopuit no paspabotke MO

* [nowaaun pa3paboTkn 1 NnponssoacTea 3aHMMatoT 6onee 40 000 KB.m.

* [pousBoauTenbHocTb 6onee 10 000 ycTPONCTB B A€Hb

* [lonHbIM LMKA pa3paboTKn, NPON3BOACTBA U NOALEPKKM 060pyAOBaAHUA
* Bcé Bbinyckaemoe obopyaoBaHue pas3paboTaHo cOBCTBEHHbIMM CNELMAINCTaMU KOMMIAHNK

MAPTHEPbI T

* bonee 100 KomnaHui-napTHepoB B Poccuun, CHI, EBpone, A3un 1 Ha banxkHem BocToke ’!!!"’

* Bonee 20 000 KOMMNAHUA-KINEHTOB 3 ilil
(L

NMPOM3BOACTBEHHbIN KOMIM/IEKC B HOBOCUBMPCKE 1 B A/IMAT



NOHbIN LUKN PA3PABOTKM,
NMPON3BOACTBA U NOAAEPKKHA
ObOPYAOBAHUA
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PASPABOTKA

* Pa3paboTka annapaTHOM YacTm
* Paspabortka N0
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aaaaa

NMPOU3BOACTBO

* [MOBEPXHOCTHbIN MOHTAX

* OH6BEMHbIN MOHTaX

* Cbopka

* YcTaHOBKa NporpaMmmHoro obecriedeHms
* TecTMpOBaHWE CEPUINHbBIX U3AENNM
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CONPOBOXKAEHUE

* TexHM4YecKasa Nnoadep’KKa
* CepBUCHbIN LEHTP

* O6HoBneHue MO

* PemoHT



NPOOYKLIMA ELTEX

LLinpokaa nnHenKa pelueHuni
ANA KOMMNJIEKCHbIX MPOEKTOB

* MapuwpyTnsaTtopsl Aapa

* KommyTtaTopsbl arperaummn 1 goctyna

* AboHeHTcKoe obopyaoBaHue

* xPON

* Toukun goctyna Wi-Fi n KoHTponnep

* KoHTponnepbl MOHUTOPUHIA 1 cbopa MHOpMaLLUK

* Mapuwpytusatopbl MPLS ypoBHA Agpa,
pacnpeaeneHua n arperaumu

* CepBUCHblE MapLLPYTM3ATOPDI
* Cucrtema «YMHbIV AOM»
* [onocosble wWno3bl 1 Softswitch

* Cuctembl ynpaB/ieHun

ASCEER) s
=== i
=== o

ECS5-10, Nnardopma
Softswitch, IMS  gmart City

ESR-1500
BRAS

A MYALT WCHOW CETH
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CuHUM uBeToM 0603HauYeHa npoaykums Eltex

ESR-1700
NAT/Firewal
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OTEYHECTBEHHbIE PASPABOTKA
U nPON3BOACTBO

* Bce KOMNOHeHTbl ceTu oT Eltex

" ‘7 |+ BbIrogHas CTOMMOCTb 060pyA0BaHMA
MO CPaBHEHMIO C aHaNoramm

* BbICOKOTEXHONOITMYHOE peweHune

B '+ OnepaTMBHOCTb NOCTAaBOK 0bopyaoBaHUA —
e C pacwmpeHHbIM GYHKLMOHANOM

pOCCVIVICKOG npounsBoacTeo

1 m
* ObyyeHMne TEXHNYECKMX CNeLManncToB KAMEHTOB 3 ¢ ° Cosmectumoctb C obopynosaHnem
FHEREE MHOCTPaHHOro NPON3BOACTBA

RAJARCTAHAR

ACAAR AR CERARD

| .
[MHAYC



FTEONPA®UA NMPOEKTOB

* 12 mmnnnoHos noptos PON OLT

4,5 mnnnnoHa noptos Ethernet

6,1 mnnnamnoHa noptos VolP

* 2 munnunoHa IPTV-npucrasok

1,2 munnnoHa noptos TDM

RIANEHTDI

NLS KAZAKHSTAN "" '""““'
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CEPBUCHDIE
MAPLUPYTU3SATOPDI

* CepBucHble mapLupyTmsaTopsbl: Firewall/Nat/IPS/IDS/MPLS
* MapuwpyTtusatopbl PCTIK: Knacc 3awmTbl 4A

* KpuntomapuwpyTtmsatopsbl: nogaepKka NOCT wndpoBaHms




NMOCTPOEHUE TEEONPA®UYECKU
PASHECEHHOW CETU KOMMNAHUM
C PUIMANBHOU CTPYKTYPOM

* Wcnonb3oBaHue wundppoaHua VPN ana nosbieHna 6e3onacHoCcTm
* [pocTaa macwrtabupyemocTtb

* Firewall/NAT

* Ceptndpukat PCTIK

e MABHbLIA O®MC
POOCLABARLH LIEHTP OBPABOTKH

OAHHBIX
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D esk-1500

ESR-200

PETMOHANBHbIA O®UC
BNAOWBOCTOK

PETMOHANLHBIA 0®KUC
MOCHBA



NOCTPOEHME 3ALLULLEHHOW
CETEBON UHOPACTPYKTYPbI

o |
SysLog NoKanbHbIA HCTOYHKK 1
Cepaep 0BHOBNEHMHA CUrHATYP . r—Eﬁ %
* OO6HapyKeHMe N NpeaoTBpaLLEHME aTaK Ha CETb a|
* [MbKaa HaCcTPOMKa NCTOYHMKOB NPaBMa NO3BOJIAET 3arpyKaTb E[ﬁ[:]— ) Eig
q o PaBoune mecra ESR IPS ESR IPS h—
CUrHaTypbl B dopmaTe npaBuA Suricata Kak u3 rmobanbHoOMN, ot ‘ \ / ’ PaGouve mecra
\ nonb3oBarenei
A

TaK U U3 BHYTPEHHEN ceTn

ISP 1



NMOCTPOEHWUE CETU

C UCNOJ/Ib3OBAHUEM BRAS
HA BA3E ESR

* AyTeHTUPUKALUMA NONb30BATENEN
* ®dunbTpauma v WennuHr Tpadpurka Billing
* OrpaHuyeHuMe NoNb30BaTeNEN MO CKOPOCTM M KBOTUPOBaHWE TpadmKa

* Pepgupekt non b30oBaTeNen




OPTAHU3AUMUA
BbICOKOIMNMPOU3BOAUTE/IbHOTO
K/ZIACTEPA HA BA3E ESR

* ObbeanHeHne HeckoNbKMx ESR B 04HO norMyeckoe ycTpomcTBO
* [loBblweHWe NPOM3BOAUTENBHOCTHM Y3/1a

*  AAMUHUCTPUPOBAHME Yepes eanHbI KOMaHAHbIN MHTepdeNC
* Jlerkoe maclutabmpoBaHue peLleHus

* [losblweHHanA OTKa3OYCTOl71‘-IMBOCTb
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MOTOKOBAA ®UNTBTPALIUA TPAOUKA
HA BA3E NMPABWUJ1 «KASPERSKY LAB»

Syslog/SIEM v

' 4 Update

IPS/IDS !
* Ncnonb3oBaHue Habopa NpaBun oT BeAyLLero paspaboTunka B 3TOM Z s "\/
obnactun «Jlabopatopus Kacnepckoro» >
* [ocToAaHHOEe aBTOMaTUYeCKoe 0OHOBIEHWE NPABUN B PEXKUME OHNANH __
' Update
gy Server

KASPERIKY#



KOHTEHT ®U/IbTPALIUA HA OCHOBE
AOAHHDbIX «KASPERSKY LAB»

* PyccKoAsblYHbIE M MHOCTPAHHble caunTbl

* Bonee 70 KaTeropuii, BK/oYasa pas/iMiHbIE CNIUCKM B/I0KMPOBKM:

- PockomHaazop
- ®3-436

ESR Router

Kaspersky WF Cloud

- ®epepanbHbIv CMMCOK SKCTPEMUCTCKMX MaTEPUANoB fm )D<mgs
o Culture Extremisi m
* [locTtoAHHOEe aBTOMaTUYecKoe 0BHOBNEHWNE AAHHDBIX B PEXXUME OHIANH i AR
Education Violence
Sport Racism

KASPERYKY3



BCTPOEHHbIXN MOAY/b
AHTUCNAM*

=}
* [lpoBepka nonntuk SPF, DKIM, DMARC

Mail Server
* [IpoBepKa NOYTOBbIX 3aro10BKOB Ha cooTBeTcTBMe RFC
* DNSBL v IPBL

* [lpoBepKa CCbIIOK BHYTPU NMCbMa Ha GPULLMHT Mail Relay

- G

ESR Router

* B pa3paboTke



NOTOKOBbIN AHTUBUPYC
NOYTOBbIX BIOXKEHUN*

* [lpoBepKa NOYTOBbIX BNOXEHW 06pabaTbiBaeMbix Mogynem aHTUCNaMa Mail Server
* IBPMUCTUYECKWUI N CUTHATYPHbIN aHan3

* [locToAHHO 0bHOBAAEMAs aHTUBMPYCHas 6a3a oT kKomnaHuu Dr.Web

Mail Relay

=D

* 3aluTa OT Yrpos, akTyanbHbIX 418 POCCUICKOro pbiHKa

ESR Router

* B pa3paboTke



OPTAHU3ALUUA MOHUTOPUHTA
KAHAJA IP-SLA

AKTMBHOE M3MepeHMe NPOU3BOAUTENIbHOCTU U KauecTBa paboTbl
IP mexxay ABymA cepBUCHbIMKU mapLupyTusatopamm ESR

BbluncneHne napameTpoB KaHana CBA3N:
* OAHOCTOPOHHME 3a4EPKKHU
* KpyroBble 3a4epKu

o [xuntrep

* loTepwn naketos

* M3meHeHue nopAaaKa CeJ0BaHMA NaKeTos




NMOCTPOEHME 3ALLUULLEHHOU
OdUTMANBHOMN CETU

MocTpoeHue 3awWwmLEHHDbIX ceTeun nboi Tononornn:
TOUYKA-TOUYKa, 3Be34a, MepapxuyecKkoe AepeBo, YaCTUUYHO-
M NONIHOCBA3HaA TONO/IOMUA U Ap.

* ®YHKUMOHaNbHOCTb «Bce B ogHOM»

* MynbTMOYHKUNOHANbHBIN CEPBUCHbBIA MapLIpyTU3aTop
* CeptnounumpoBaHHbin VPN wnto3

* CepTMdUNLNPOBAHHBIAN MEXCETEBOM 3KPaH

¢ OTKa30yCTOMYMBOCTb

* PacwupeHHbIn Habop GYHKUMIA ypoBHS L2

* lMopaepKKa BCeX MPOTOKO/IOB U CEPBUCOB YPOBHA L3

* WHTepdemncol RJ45, SFP, SFP+

* YnobHoe ynpasneHue: CLI, C-Teppa KM 4.2




CEPBUCHBIE MAPLUPYTU3ATOPDI seosbcon

ESR-10 gSR-12V ESR-12VF

P

« 4x10/100/1000BASE-T * 8x10/100/1000BASE-T * 8x10/100/1000BASE-T
e 2 x 1000BASE-X SFP * 3 xFXS,1xFXO * 1 x 1000BASE-X(SFP)
e 2xUSB2.0 * 2xUSB2.0 * 3xFXS5,1xFXO
. Console > C0n50|e > 2 X USB 2.0
* Console

XAPAKTEPUCTUKHU ESR-10 ESR-12V ESR-12VF

OnepaTtMBHas NamaATb 176 176

MpounssoauTtenbHocTb Firewall 0,33 reut/c

MpounssoautenbHocTb IPS/IDS 34 MéwuT/c

MpounssoauTenbHocTb IPSec VPN 153 M6wuTt/c

Konnuyectso VPN TyHHenem 10

KonnyectBo KOHKYPEHTHbIX ceCCUi 4K

Pasmep FIB 1M

MutaHune 230 B AC, 50 'y,



https://eltex-co.ru/catalog/service_gateways/esr-10/?sphrase_id=284220
https://eltex-co.ru/catalog/service_gateways/esr-12v/
https://eltex-co.ru/catalog/service_gateways/esr-12vf/?sphrase_id=284222

CEPBUCHBIE MAPLUPYTU3ATOPDI seosbcon

ESR-20

.......

2 x 10/100/1000BASE-T

2 x Combo 10/100/1000BASE-T/1000BASE-X SFP
1xUSB2.0,1xUSB3.0

1 cnot gna SD-Kapt, Console

ESR-21

8 x 10/100/1000BASE-T

4 x 10/100/1000BASE-X
1xUSB2.0,1xUSB3.0

1 cnot ana SD-kapT, Console
Serial (RS-232)

XAPAKTEPUCTUKH

ESR-20

ESR-21

MpounssoauTenbHocTb Firewall

1,97 réut/c

MpounssoauTenbHocTb IPS/IDS

88 MéuT/c

NMpoussoautenbHocTb IPSec VPN

0,52 Ireut/c

0,53 remt/c

Konnuyectso VPN TyHHenewm 250
KonnyectBo KOHKYPEHTHbIX CeCCUM 256K
Pasmep FIB 1,4M
Mutanne 230 B AC, 50 'y,



https://eltex-co.ru/catalog/service_gateways/esr-20/
https://eltex-co.ru/catalog/service_gateways/esr-21/

CEPBUCHBIE MAPLUPYTU3ATOPDI seosbcon

ESR-100

4 x Combo 10/100/1000BASE-T/1000BASE-X SFP
1xUSB2.0,1xUSB3.0

Console

[o 2 610KOB NMUTaHUA

ESR-200

4 x Combo 10/100/1000BASE-T/1000BASE-X SFP

* 4x10/100/1000BASE-T
* 1xUSB2.0,1xUSB3.0

Console

Jo 2 610KoB NUTaHKUA

ESR-1000

24 x 10/100/1000 BASE-T
2 x 10GBASE-R SFP+/1000BASE-X SFP

Console

* 2xUSB2.0
* [lo 2 6/10KOB NUTaHUA

XAPAKTEPUCTUKHU ESR-100 ESR-200 ESR-1000
MpounssoauTenbHocTb Firewall 1,28 réut/c 1,92 réur/c 8,78 Mbut/c
MpounssoauTtenbHocTb IPS/IDS 34 MéwuT/c 43 M6éwuTt/c 584,89 M6éwuTt/c
MpounssoauTtenbHocTb IPSec VPN 0,30 reut/c 0,48 reut/c 2,37 Teut/c

Konnyectso VPN TyHHenem 250 500
Konn4yecTtBo KOHKYPEHTHbIX ceCCUI 256K 512K
Paszmep FIB 1,4M 1,7M
NMutaHue 230 B AC, 50 Iy, 230 B AC,50 /48 BDC



https://eltex-co.ru/catalog/service_gateways/esr-100/
https://eltex-co.ru/catalog/service_gateways/esr-200/
https://eltex-co.ru/catalog/service_gateways/esr-1000/

CEPBUCHBIE MAPLUPYTU3ATOPDI seosbcon

o A
%,‘gssa““ifﬁ%ﬁ@" >

4 x Combo 10/100/
1000BASE-T/1000BASE-X SFP

12 x 10/100/1000BASE-T

8 x 10GBASE-R SFP+/1000BASE-X SFP

ESR-1511
- 1 léé-;=é== ”’ ..................... .:-:Jag;‘.;(-‘{'é‘:£==‘=‘==—-
,,,,,,,,,, -'_, Sl rert *
4 x Combo 10/100/ * 4 x Combo 10/100/

1000BASE-T/1000BASE-X SFP
4 x 10/100/1000Base-T
4 x 10GBASE-R SFP+/1000BASE-X SFP

1000BASE-T/1000BASE-X SFP
* 4x10/100/1000BASE-T

* 4 x 10GBASE-R SFP+/1000BASE-X SFP y

e 4 xCombo 10/100/
1000BASE-T/1000BASE-X SFP
8 x 10GBASE-R SFP+/1000Base-X SFP

2x USB 2.0 2x USB 2.0 2 x 40GBASE-X QSFP+ * 2xUSB2.0
Console Console * 2xUSB2.0 * Console
[o 2 610KoB NUTAHUSA [0 2 610KOB NUTaHKUA * Console

* [1o 2 610KOB NUTaHUA
XAPAKTEPUCTUKHU ESR-1200 ESR-1500 ESR-1511 ESR-1700
MpoussoguTenbHocTb Firewall 8,78 réeut/c 12,33 reut/c 18,01 réur/c 39 Iéut/c
MpoussoantenbHocTb IPS/IDS 584,89 M6éwuTt/c 759 Méur/c 1290 M6wuT/c 3430 M6éwuTt/c
MpoussoguTtenbHocTb IPSec VPN 2,37 Féut/c 3réur/c 4,66 I6ut/c 13,6 Meut/c
Konunuectso VPN TyHHenen 500
KonnyecTtBo KOHKYPEHTHbIX CECCUM 512K
Pasmep FIB 1,7M 3,0M
MuTtaHue 230BAC,50 /48 BDC 230BAC, 50, /48 BDC



https://eltex-co.ru/catalog/service_gateways/esr-1500
https://eltex-co.ru/catalog/service_gateways/esr_1700/
https://eltex-co.ru/catalog/service_gateways/esr-1200/
https://eltex-co.ru/catalog/service_gateways/servisnyy_marshrutizator_esr-1511/?sphrase_id=357855

CEPBUCHBIE MAPLUPYTU3ATOPDI seosbcon

ESR-30

B pa3spabortke:
3 kBapTan 2022

HoBMHKa

B pa3spabortke:
3 kBapTan 2022

ESR-3100 ESR-3200
* 4x10/100/1000BASE-T * 8x10/100/1000BASE-T * 25 x 1000BASE-X/10GBASE-R/25GBASE-R
* 2 x 10GBASE-R SFP+/1000BASE-X * 8 x 10GBASE-R SFP+/1000BASE-X * 1xUSB3.0
e 1xUSB3.0 * 2xUSB3.0 * 1 cnot gna SD-kapT, Console
* 1 cnot ans SD-KapT, Console * 1 cnot gna SD-KapT, Console * [lo 2 6n10KOB NUTaHMA
XAPAKTEPUCTUKHU ESR-30 ESR-3100 ESR-3200
Konnyectso VPN TyHHenewm 250 500
KonnyecTtBo KOHKYPEHTHbIX CECCUM 256K 512K
Pasmep FIB 1,4M 1,7M 3,0M
MuTaHne 230 B AC, 50 Iy, 230BAC,50,/48BDC



https://eltex-co.ru/catalog/service_gateways/servisnyy_marshrutizator_esr-3100/
https://eltex-co.ru/catalog/service_gateways/servisnyy_marshrutizator_esr-3100/

KPUMTOMAPLLIPYTU3ATOPbI  seoibeon

PeweHue coBmecTHO ¢ KOmnaHuen S-Terra

ESR-100-ST ESR-200-ST ESR-1000-ST

e 4 x Combo 10/100/1000BASE-T/1000BASE-X SFP e 4 x Combo 10/100/1000BASE-T/1000BASE-X SFP e 24 x10/100/1000 BASE-T
e 1xUSB2.0,1xUSB3.0 e 4x10/100/1000BASE-T * 2 x 10GBASE-R SFP+/1000BASE-X SFP
* 1 cnot gna SD-kapT, Console * 1xUSB2.0,1xUSB3.0 e 2xUSB2.0
* 1 cnot gna SD-kapT, Console * 1 cnot gna SD-kapT, Console
* [lo 2 6710KOB NUTAHKUA
XAPAKTEPUCTUKHU ESR-100-ST ESR-200-ST ESR-1000-ST
MpounssoauTenbHocTb Firewall 0,8 Meut/c 1reuwt/c 5 réut/c
FOCT WndposaHue IMIX 48 M6éuTt/c 65 MéuT/c 194 Mbut/c
MpounssoanTenbHoCcTb L2 KommyTaumm 0,8 Meut/c 1reuwt/c 86,9 but/c
MpounssoauTenbHocTb L3 KommyTaumm 0,8 Meut/c 1reuwt/c 5 réut/c
Konnuyectso VPN TyHHenewm 200 500
KonnyectBo KOHKYPEHTHbIX CECCUI 256K 512K
Pasmep FIB 550K 1,7M
MutaHue 230 B AC, 50 Iy, 230 B AC,50 /48 BDC

TakKe BegeTca pa3paboTka COBMECTHO ¢ KomnaHuen TCC


https://eltex-co.ru/catalog/servisnye_kriptomarshrutizatory/kriptomarshrutizator_esr-1000-st/
https://eltex-co.ru/catalog/servisnye_kriptomarshrutizatory/kriptomarshrutizator_esr-1000-st/
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